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Chapter 6

Understanding Personality and
Person-Specific Predictors of
Cyber-Based Insider Threat
Joyce S. Pang
Nanyang Technological University, Singapore

ABSTRACT
The chapter aims to provide an opinion on major challenges for ongoing personality research on cyber
security, especially in the area of insider threat. While research on the prevention and perpetuation of
insider threat activity within cyberspace has grown substantially in the recent decade, there remain many
unanswered challenges and unchartered territories of knowledge in the field. Specifically, compared to
the amount of work done on algorithmic modelling approaches, much of the psychological data is scant
and focuses on correlations between the so-called Big Five personality traits (i.e., extraversion, openness to experience, agreeableness, emotional stability, conscientiousness) or demographic variables
(e.g., gender, age) with insider threat activity. Thus, the focus of this article is to articulate the major
challenges for understanding insider threat in the context of cyber security, particularly from a personality and person-specific perspective that emphasises internal characteristics of the individual actor as
explanations of actions and events.

INTRODUCTION AND GENERAL APPROACH
The aim of this chapter is to provide an opinion on the major challenges for ongoing personality research
on cyber security, especially in the area of insider threat. Cyber security refers to the field involved
in the monitoring of criminal activities in cyberspace, in order to maintain a safe environment for the
transfer of resources and for the dissemination and protection of information. Insider threat refers to
the presence of trusted individuals who are either members of an organisation or who have privileged
access to organisation resources, and who engage in activities from within the organisation to threaten
the interests of that organisation (cf. Probst, Hunker, Gollmann, & Bishop, 2010). In relation to cyber
security, the major categories of insider threat are IT sabotage, fraud, theft of intellectual property (IP
DOI: 10.4018/978-1-5225-0156-5.ch006
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theft), and espionage. While research on the prevention and perpetuation of insider threat activity within
cyberspace has grown substantially in the recent decade, there remain many unanswered challenges and
unchartered territories of knowledge in the field. Specifically, compared to the amount of work done
on logging software and algorithmic modelling approaches, relatively less work has been carried out
to clarify the important psychological and sociological factors for cyber security and for insider threat.
Importantly, much of the psychological data is scant and focuses on correlations between the so-called
Big Five personality traits (i.e., extraversion, openness to experience, agreeableness, emotional stability,
conscientiousness; John & Srivastava, 1999; see Axelrad, Sticha, Brdiczka, & Shen, 2013, for an example
of a Bayesian network model of insider threat using the Big Five traits) or demographic variables (e.g.,
gender and age; see Chang & Lim, 2014) with insider threat activity. Thus, the focus of this chapter
is to articulate the major challenges for understanding insider threat in the context of cyber security,
particularly from a personality and person-specific perspective.
By a ‘personality and person-specific perspective’, I am referring to a perspective that emphasises
internal characteristics of the individual actor as explanations of actions and events. These internal
characteristics can come from personality dimensions – which are a system of thoughts, feelings, and
behaviours that an individual exhibits consistently across time and over situations – or they can come
from person-specific dimensions that are externally ascribed to an individual usually because of his
or her social category. Examples of personality dimensions are traits (e.g., extraversion), explanatory
styles (e.g., pessimism), motives (e.g., power motivation), skills and competencies (e.g., intelligence,
creativity), and values (e.g., benevolence). Individuals differ on these personality dimensions because
of biology, influence from social contexts, upbringing, and exposure to significant others, as well as
through a combination of learning experiences and interaction with social and physical environments.
Examples of person-specific dimensions include gender, age, and socioeconomic class.
There are two major decisions for a behavioural scientist who is trying to understand person-specific
characteristics of cyber-based insider threat; these involve the questions of what and how to study cybercrime and insider threat. In considering the question of what should be studied, I will make use of
the excellent groundwork carried out recently by researchers in the fields of cyber security and insider
threat. I will conduct a targeted review of recently published frameworks for understanding insider threat,
specifically the models of Nurse et al. (2014) and Moore et al. (2011).
Whilst Nurse and colleagues did an admirable job of summarising main themes in the field, their
framework is relatively general and thus allows for much more categories of study to be uncovered. Hence,
Nurse at al.’s (2014) model can be a jumping off point, from which I will discuss more context-specific
areas for future research inquiry, such as regarding the motivation of offenders.
I will also discuss offender profiles and types of cyber-insiders, using recent work by Moore and colleagues. Moore, Cappelli, and Trzeciak (2008) and Moore et al. (2011) have provided some insight into
offender profiles in insider crime, specifically in the areas of fraud and IP theft. Using research in the
related fields of organisational psychology and personality psychology (e.g., Murphy & Dacin, 2011), I
suggest some extensions of Moore and colleagues’ work by identifying some other promising variables
and/or productive dimensions for categorising cyber offenders of insider attacks.
For the question of how to study cyber-based insider attacks, in the latter part of the chapter, I will
discuss some methodological considerations, such as how to derive an approach for the field that is both
theory and data driven, and how psychological and behavioural data should be collected and/or treated
for validation purposes and for application purposes.
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NURSE ET AL.’S (2014) MODEL FOR CHARACTERISING INSIDER ATTACKS
Nurse and his colleagues (2014) set out to formulate a framework of the insider threat problem. In order to do so, they collected a dataset of 80 insider threat cases from various sources, including CERT
(Computer Emergency Response Team; for more information, see Cappelli, Moore, & Trzeciak, 2012)
and CPNI (Centre for the Protection of National Infrastructure), as well as various news sources in the
United States and the United Kingdom. They then analysed each case, as well as consulted literature in
order to come up with consistent themes and relationships.
There are four major sections in Nurse et al.’s (2014) framework: the catalyst or precipitating event
that triggers the insider attack; actor characteristics of the offender; attack characteristics; and organisational characteristics. For this review, since we are concerned with the personality of the offender, we
will limit our discussion to the portion of the model that discusses actor characteristics.
Nurse et al. (2014) take a dimensional approach to understand the person characteristics of the offender in insider attacks. There are 12 elements in the insider/actor characteristics in Nurse et al.’s model.
These are: personality characteristics, historical behaviour, psychological state, attitude towards work,
motivation to attack, skill set, opportunity, enterprise role, type of actor, state of relationship, observed
physical behaviour, and observed cyber behaviour. In general, all these elements also apply to cyber-based
offenders conducting insider attacks. However, I propose that further research is needed, particularly in
three key elements of personality – personality characteristics of the actor, the actor’s current psychological state, and the actor’s motivation to attack – before personality researchers can adapt the model
more specifically to cyber security.

Personality Characteristics
Personality characteristics discussed by Nurse et al. (2014) mostly belong to the category of dispositions
best described as static. Specifically, static notions of personality see dispositional characteristics as being
relatively stable and enduring. In other words, it is assumed that, after a certain period of development,
there is a stability of beliefs, attitudes, cognitions, and emotions in the style and content of interactions
between an individual and his/her environment. Moreover, there is also the assumption that static personality is resistant to change (such as via the process of maturation, or because of exposure to traumatic
and/or significant life events). This view of personality is encapsulated in James’ (1890) famous comment that most of the character is ‘set in plaster’ by the age of thirty. In this type of conceptualisation,
assessments of personality display relatively high test-retest and inter-rater reliability1.
There are some dimensions of personality (e.g., traits, temperaments), which display relatively high
temporal stability, and thus can be easily classified as static. Specifically, there is ample evidence that
the traits of neuroticism, extroversion, and openness exhibit only small declines, and that agreeableness and conscientiousness exhibit only small increases from ages 20 to 40, and moreover, there is little
change thereafter (Duggan, 2004).
However, most personality characteristics tend to be dynamic. In dynamic notions of personality
(e.g., Costa & McCrae, 1994), basic tendencies and innate characteristics such as biological tendencies,
temperaments, intelligence, gender, etc. interact with the environment to produce so-called characteristic adaptations. These adaptations manifest in the form of dimensions of personality, such as attitudes,
values, and other traits. For instance, the person might possess a certain degree of general intelligence
(basic tendency) which, when exposed to a stimulating home environment and a challenging school en-
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vironment, produces conscientiousness (a trait) and high need for achievement (a motive), both of which
are characteristic adaptations. Following this line of reasoning, even though there are some personality
dimensions that are relatively stable (e.g., a controlled temperament), these stable dimensions could still
lead to a variety of different behavioural outcomes (e.g., depression versus overachievement), depending
on the specific environment to which the person is exposed (troubled home environment versus competitive school environment). Another particularly important point which Moore, Detert, Treviño, Baker,
and Mayer (2012) also mention is that all the person-specific and personality dimensions, whether they
are basic tendencies or characteristic adaptations, are interlinked and interact with each other. In this
way, personality characteristics are dynamic and mutually interacting, which makes them more difficult
to assess or to model. Nonetheless, there is evidence of some predictive validity for a combination of
personality traits that seem to go together in predicting unethical work or counterproductive work behaviours. Specifically, counterproductive workplace behaviours are typically perpetrated by those with high
negative emotionality or high neuroticism, low agreeableness, and low conscientiousness (see Salgado,
2002; Marcus, Lee, & Ashton, 2007).
Another reason that many actor characteristics should be treated as dynamic is because of the need to
consider the local context when considering the interaction of all the actor characteristics. For instance,
a practitioner who is seeking to use personality research to predict behavioural outcomes would not
only need to know the type of behaviour a personality trait predicts, but also the specific environmental
condition that is most likely to cause the behaviour to manifest. It is precisely because of the influence of
context and the dynamic nature of many personality traits, that many researchers of criminal behaviour
have found that risk assessments that are based on personality inventories exhibit only moderate levels
of inter-rater and field reliability ranging around 0.6-0.75 (e.g., Miller, Kimonis, Otto, Kline, & Wasserman, 2012). It is likely that some items on these personality based risk assessments are less susceptible
to contextual influences than others, and these items would hence display relatively higher inter-rater and
field reliabilities. Future research is needed to assess which particular items of standard risk assessment
instruments display better rater agreement than others. Another precaution that practitioners interested
in personality based risk assessments of insider threat can take is to bear in mind that such instruments
should only play a secondary role in informing decisions about personnel selection and monitoring,
especially in high-pressure, high-stakes environments, like legal judgments and national security.
Regrettably, most of the work done on insider threat and in the related field of counterproductive
work behaviour (see Sackett, Berry, Wiemann, & Laczo, 2006) has focused on static personality characteristics like the Big Five personality traits of extraversion, conscientiousness, openness to experience,
emotional stability, and agreeableness. In this line of research, typical findings are that personality traits
such as Machiavellianism and neuroticism are positively associated with counterproductive work behaviour (e.g., Marcus & Schuler, 2004) or with insider threat activity (e.g., Axelrad et al., 2013). While
they are helpful in describing the structure of personality and in developing typologies for typical offender profiles, conceptions of personality that are solely trait-based have limited field validity because
a purely descriptive taxonomy of between-person individual differences does not address why the same
person will behave differently across different situations (Cervone, Shoda, & Downey, 2007; cf. Graber,
Laurenceau, & Carver, 2011).
Instead of seeing personality as a constellation of traits, popular contemporary notions of personality
(e.g., the Cognitive-Affective Processing System [CAPS]; Mischel & Shoda, 1995) emphasise a more
process-oriented view that represents the individual as a combination of different dimensions (which
includes traits but also other dimensions of personality) that continually interact and transact with the
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environment. In these process-oriented models, individuals exhibit behavioural signatures, which work
in a contingent, if-then fashion. In other words, traits can predict behavioural outcomes only in certain
situations, and only if the traits are activated within and/or applicable to that specific situation. For instance, following Mischel and Shoda’s (1995) CAPS model, Graber et al. (2011) developed a multilevelmodelling framework for studying personality and close dyadic relationships. In their model, personality
is conceptualised as the person-specific factor of relationship satisfaction. Specifically, individuals may
differ in the general degree to which they experience relationship satisfaction. Graber et al.’s (2011)
final multilevel model showed that degree of relationship satisfaction is related to person-specific differences in propensity to experience relationship satisfaction as well as the outcome of negative behaviours
towards one’s partner, in a complex fashion. Specifically, there is within-person variability in relationship satisfaction on a day-to-day level over the 21 days of their study, and there is also between-person
variability in relationship threat (i.e., the amount of conflict the couple experiences during each day).
The day-to-day variation in relationship satisfaction is related to the day-to-day variation in betweenperson variability in relationship threat, which in turn is related to the overall between-person variation
in amount of negative behaviours each individual expresses to their partner.
This type of analysis of personality in research like Graber et al.’s (2011; see also Cooper, Barber,
Zhaoyang, & Talley, 2010, for an example with multilevel modelling of sexually deviant behaviour)
illustrates that personality and person-specific variables are linked to behavioural outcomes through a
complex series of interactions with the environment (e.g., the level of conflict with one’s partner on a
day-to-day basis). Accordingly, in order to increase the predictive value of trait-based conceptualisations
of personality, researchers should focus on developing process-based models of insider threat behaviour
that takes into account interactions with elements of the environment (e.g., day-to-day social interactions with co-workers, superiors, and subordinates). Researchers could also search for other trait-based
variables that have specifically been developed to explain the behaviours that are more relevant to insider
threats. For instance, subclinical psychopathy has been examined as a better predictor than Big Five
traits in the specific context of counterproductive work behaviours (Scherer, Baysinger, Zolynsky, &
LeBreton, 2013). By examining more specific traits that incorporate psychological elements related to
the environment of interest (rather than broad super-traits), savvy researchers would improve the external
validity of their predictive models.
Certain personality elements, however, are relatively easier to quantify since they are likely to exhibit
minimal change over time and/or are unlikely to fluctuate highly alongside micro-contextual variations.
Some examples of these person-specific elements in Nurse et al.’s (2014) model which are relatively
resistant to change – and thus more easy to assess and to include in an algorithmic predictive model –
include historical behaviour and skill set.
Historical behaviour, particularly, could be an area where large knowledge increments can be accrued, and where improvements to modelling approaches can be made easily. For instance, in general,
historical behaviour refers to a set of behaviours that the insider has engaged in during the immediate
past, and which taken together suggest a consistent pattern of responses that are indicative of the insider’s
personality characteristics. Specifically, historical behaviours could include previous criminal acts, risky
or addictive practices, and other serious rule violations that may or may not be classified as insider threat
behaviours. These kinds of behaviours are all indicative of an underlying personality characteristic, which
could arguably be described as anti-social tendency.
The idea of historical behaviours is conceptually equivalent to the habit construct in personality
psychology. Habits are behaviours that are performed frequently in stable contexts (Hull, 1943; see
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Wood & Neal, 2007). As a part of personality, habits are defined as “learned dispositions to repeat
past responses. They are triggered by features of the context that have covaried frequently with past
performance” (Wood & Neal, 2007, p. 843). Because a habit tends to be formed through the frequent,
unintentional, and repeated occurrences of a response in a specific context, habits are often stable and
resistant to long-term change. In situations that do not engender much deliberated action, habits guide
behaviour rapidly and efficiently. Researchers interested in assessing historical behaviours and habits
can easily do so by assessing frequencies of behaviours that are assumed to be related to insider threat2.

Psychological State
In Nurse et al.’s (2014) model, the psychological state refers to the insider’s short-term emotional and
psychological state. This is the aspect that is perhaps the most difficult to assess and to quantify, because
of the nature of emotional states being automatic, transient and rapidly cycling, as well as relatively
inaccessible to conscious awareness. More research is needed in order to either develop relevant implicit
measures of affect or to validate the use of standardised implicit measures of affect in psychological
studies of cyber security and of insider attacks. The problem is that questionnaire measures of affect
are reactive measures, in the sense that respondents often react to the act of taking the test, and this
awareness of their responses is likely to cause them to subtly alter their responses. Most respondents of
questionnaire measures would be reluctant to report extreme negative emotion, for example. Additionally,
the possibility of response sets, for instance, the tendency to ‘fake-good’ or ‘fake-bad’ on Likert-type
personality tests has been consistently demonstrated (cf. Bagby, Buis, & Nicholson, 1995). Hence, there
is a need to select measures of emotion that are non-reactive. However, the good news is that non-reactive
measures of affect and emotion are already readily available in psychological research, and can easily
be transplanted for use in cyber security research. Examples of non-reactive measures of affect and
emotion include the Implicit Positive and Negative Affect Test [IPANAT] (Quirin & Bode, 2014) and
the Emotion Regulation Implicit Association Test [ER-IAT] (Mauss, Evers, Wilhelm, & Gross, 2006)3.
Another interesting point about the study of emotional states of cyber-based insiders is the distinction
between the actor’s emotional content and his or her emotional style. This is a distinction (i.e., about
emotions) that could be useful, but which is not commonly embraced by current researchers of cyber
security. Specifically, while emotional content typically refers to the emotional state of an individual,
which is susceptible to rapid moment-to-moment changes, emotional style refers to a stable characteristic
way of reacting emotionally to events. Different emotional styles can be described, such as the tendency
to react with positive emotions frequently and in response to ambiguous events (positive emotional style),
or the tendency to react with negative emotions frequently and in response to ambiguous events (negative
emotional style), or the tendency towards experiencing strong negative as well as strong positive emotions
frequently and in response to ambiguous events (dialectical emotional style). While emotional content
– currently commonly assessed in insider threat research – might differ dramatically from moment-tomoment, emotional style is relatively stable and influenced by other personality attributes as well as by
culturally appropriate norms for emotional expressiveness (e.g., Miyamoto & Ryff, 2011).

Motivation to Attack
Motivation to attack refers to the specific reason for an insider attack. At present, most researchers of
insider threat define motivation as the explicit reasons for the attack, which the attackers attribute to
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themselves or which investigators might attribute to the insiders, through extrapolation from personal
circumstances and known external triggers of the attack. Common reasons include financial gain,
revenge, political advantage, curiosity, boredom, etc. However, this way of looking at motivation (as
self-attributed or other-declared reasons for the attack) primarily deals with the short-term motivational
state of the offender, at the moment of the attack. These reasons for offending are state-like, most likely
triggered by the circumstances, actors, and events in the immediate context, and hence difficult to assess before the fact. I would like to propose that, instead of studying state-based reasons for offending,
researchers should turn their attention to trait-based notions of the motives of the offenders. In other
words, individuals could be chronically motivated to fulfil certain needs. Moreover, there would be individual differences for these motives such that some people are perpetually more motivated than others
by certain psychological needs. For instance, personality research suggests that people are differentially
motivated by their need for power, affiliation, or achievement (McClelland, 1987).
Classic personality research shows that individual differences in these needs affect people’s longterm goal-directed behaviour in important personal and social domains. Of particular relevance is
power motivation: people motivated by their need for power are more likely to engage in antisocial and
dominance-seeking aggressive behaviours. For instance, U.S. presidents with high power motivation
tend to be more war mongering but are also more likely to be seen as effective leaders from a historical
perspective (Winter, 1987). The level of power motivation between parties in a dyadic negotiation has
also been shown to determine whether or not the conflict will escalate – an increase in power motivation
of one party in the negotiation is typically followed by concomitant conflict-escalating behaviour of the
other party (Winter, 2004). On the other hand, when communications between parties in a negotiation
contain relatively more affiliation motive imagery than power motive imagery, the conflict tends to deescalate. This and other research on motivation, illustrate the importance of accounting for the context
when predicting behaviour from personality. Specifically, the motives of important others in the social
interaction affect whether one’s motives manifest in behaviour. Thus, motives are often seen as dynamic
personality variables that wax and wane according to the degree to which environmental conditions
encourage their expression.
A major problem for using self-attributed, short-term reasons to understand the motivation behind
insider attacks, is that measures of these reasons are typically self-report, questionnaire measures.
Once again, the issue of respondent reactivity applies. Moreover, people are notoriously unreliable in
reporting their motives since motives tend to operate at an implicit level, largely away from conscious
cognition (cf. McClelland, Koestner, & Weinberger, 1989). As discussed later, in personality research,
non-reactive measures of chronic dispositions like motives for power, affiliation, and achievement are
readily available (e.g., Schultheiss & Pang, 2007), and could be used for future investigations of motivations behind insider threat.

MOORE ET AL.’S (2011) MODEL OF INSIDER IP THEFT
IP theft, a major category of insider cyber attacks, refers to “crimes in which current or former employees, contractors, or business partners intentionally exceeded or misused an authorised level of access to
networks, systems, or data to steal confidential or proprietary information from the organisation” (Moore
et al., 2011, p. 1). Moore et al.’s work comes from the well-known CERT program at Carnegie Mellon
University, whose aim is to gather data on and analyse malicious insider incidents. The CERT Insider
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Threat Center collaborates with the U.S. Department of Homeland Security, and is primarily involved
in using system dynamics modelling to characterise and study insider threats (see Cappelli, Moore, &
Trzeciak, 2012, for a more detailed description of CERT). Although the group at Carnegie Mellon has
published work on other examples of insider threat (e.g., IT sabotage and fraud; Moore et al., 2008; Rich
et al., 2005), the 2011 paper is the first one that uses a primarily personological approach, emphasising
within-person specific characteristics more than the attack characteristics.
CERT’s research is partially funded by the U.S. Army Research Office. Thus, the group at CERT had
access to, and analysed hundreds of cases of insider threat, which were gathered from various sources
across different United States infrastructure sectors. Moore et al. (2011) conducted follow-up work on
48 cases of IP theft using detailed group modelling procedures. Through this work, Moore et al. (2011)
developed dynamics systems models for two major profiles of attackers for IP theft, specifically, the
‘entitled independent’ and the ‘ambitious leader’.
The entitled independent refers to an insider who acts alone in order to obtain proprietary information
that is beneficial to his or her personal interests in a new job or for a side business. The entitled independent is mainly characterised by his/her feeling of entitlement to access the information, and it is this
sense of entitlement that justifies his/her actions. Typically, these offenders steal information that they
were at least partially responsible for developing or safeguarding, and this partial investment of energy,
time, and resources contributes to a sense of ownership of the information, which in turn feeds the feeling of entitlement. An example of an entitled independent individual might be a software programmer
who leaves a virtual ‘back door’ to programs that he/she created. These programs could be portions of
a larger system of infrastructure that is proprietary to the organisation, and the ‘back door’ serves as a
threat to cyber security because it enables the programmer to obtain privileged but unsanctioned and/
or unregulated access.
On the other hand, the ambitious leader recruits other insiders in order to obtain proprietary information to serve some larger purpose, such as the interests of a competing organisation or a foreign government. There are at least two ways to interpret the underlying motives of the ambitious leader type of
cyber-criminals – they could see their role as a facilitator for the machinations of a larger power such
as the competitor company that they are aiding and aligning with, or the ambitious leaders could see
the outside company as a tool for obtaining greater power for themselves. However, these distinctions
are not discussed in Moore et al.’s (2011) typology. What matters in Moore et al.’s (2011) model is that
the act of betrayal is in service of an external organisation that will give the ambitious leader access to
greater power.

Personality Differences between Ambitious Leadertype versus Entitled Independent-type Insiders
There are two major differences between the ambitious leader model and the entitled independent model
for IP theft. First, insider attacks by entitled independents are typically preceded by the attackers experiencing dissatisfaction with their organisations, whereas such dissatisfaction is absent in ambitious
leaders. Second, the attacks by ambitious leaders are executed with a great amount of prior planning that
typically involve the recruitment of other insiders as well as the use of deception in order to obscure the
theft. In contrast, attacks by entitled independents typically involve little planning or deception.
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Although Moore and colleagues (2011) take a typological approach by essentially constructing profiles
of different types of offenders, what is most interesting about their categorisation of IP theft attacks is that
it reveals some common dimensions with which different types of insider attackers can be distinguished.
The first dimension is the presence and degree of negative emotionality. In the entitled independent
model, the insider experiences some sort of triggering event (e.g., loss of a promotion opportunity), which
leads him or her to experience dissatisfaction with the organisation. It is this dissatisfaction that provides
the motivation for the act of disloyalty in stealing proprietary information. However, in the ambitious
leader model, the attacker’s decision to commit IP theft is motivated by the insider’s commitment to an
entity (another organisation) or a cause (a political agenda) other than the insider’s organisation. This
sense of commitment is not typically accompanied by negative emotion. In fact, there is a very deliberate, carefully thought-out plan to execute the theft, which suggests a low level of emotionality. Thus,
one might describe the distinction between entitled independents’ and ambitious leaders’ motives as the
difference between ‘hot’ and ‘cold’ – on one hand, entitled independents’ actions are accompanied by
arousing negative emotions of dissatisfaction and disgruntlement, while ambitious leaders actions are
calculated and dispassionate.
The second dimension is the level of organisation of the attack. The ambitious leader undertakes a
complex, well-planned, and drawn-out process of recruiting and coordinating other insiders into his or
her cause, whereas the entitled independent executes the IP theft typically within a short period of time
after the precipitating event, and without much prior planning or coordination.
Since Moore et al. (2011) take a system dynamics perspective, their model assumes that each offender is predisposed to engage in IP theft, but only acts on this propensity once there is some kind of
triggering event. In the case of the entitled independent, the catalyst is an event that leads him or her
to feel undervalued by the organisation (e.g., being passed over for promotion) and to start to shift his
or her loyalties to a new organisation. In the case of the ambitious leader, a proposal by a competing
cause or organisation leads him or her to form a plan for the attack in service of the competing organisation. Regardless, both scenarios work on a principle commonly referred to in clinical psychology as
the diathesis-stress model. In the diathesis-stress model, individuals have internal attributes (diathesis
– e.g., hormone dysregulation) that act as risk factors for certain conditions. The predisposing internal
attributes, which could be due to biological, societal, or cultural causes, put the individual at risk for
developing the conditions (of illness or clinical symptoms – e.g., anxiety disorders) but only under
certain resource-demanding environmental context (stress). In Moore et al.’s (2011) model, both types
of insiders are assumed to have predisposing characteristics (diathesis) that lead them to be susceptible
to triggering events (stress) such as the loss of a promotion or the proposal from a competing company,
which in turn leads to the insider attack.
Furthermore, the principle of differential susceptibility (Belsky, 1997) states that individuals differ
in the degree to which they are susceptible to the effects of stressful events. That is, there are varying
degrees of risk (diathesis) in a population, such that for certain individuals with greater risk factors
(e.g., low socioeconomic status combined with cultural norms for depression, combined with biological
vulnerability), the likelihood of developing symptoms are higher than for those individuals with fewer
risk factors.
Specifically, according to Moore et al. (2011), the entitled independent has a predisposition that leads
him or her to become more easily entitled. However, Moore and colleagues do not go on to discuss what
these predispositions might be.
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Following the principles of diathesis-stress and differential susceptibility, one might argue that entitled
independents possess key personality and person-specific factors that are different from those of ambitious leaders, and that these person-specific factors make entitled independents particularly susceptible
to feeling entitled but dissatisfied at work, and to act on their dissatisfaction in ways that are harmful
to their organisations. Accordingly, ambitious leaders should also be more likely to possess personality
attributes that are different from those of entitled independents, and these attributes should make ambitious leader types more susceptible to counter-proposals from competing organisations, and more willing
to engage in deceptive behaviour in service of those competing organisations.
For instance, as argued above, the entitled independent model of IP theft is distinguished from the
ambitious leader model by the presence of negative emotionality. This suggests that individuals who
are more likely to fall into the role of entitled independent are more reactive to negative emotions, or
perhaps are more emotionally unstable. It could be argued that these individuals are less adept at the
emotion-regulation aspect of coping with emotionally aversive events. Conversely, individuals who have
relatively fewer negative emotions on average, or who have fewer fluctuations in their emotions on a daily
basis, or have greater resources for coping with negative emotions would be more likely to be resilient
to triggering incidents at work (e.g., being passed over for a promotion, a perception of a lack of respect
or injustice in the organisation) that could threaten their loyalty to the organisation. Of course, there is
an alternative explanation of events, in which the entitled independent is not necessarily more prone to
negative emotionality, but where they have been repeatedly thwarted in their work efforts and general
agency by systematic factors, such as an unequitable remuneration or promotion system, exploitative or
unappreciative bosses, or corporate indifference. In these cases, however, there would still be mean level
differences in negative emotionality between loyal employees and disgruntled ones, albeit differences
caused by the immediate work context. Regardless of whether there is a dispositional style towards negative emotionality or there are higher-than normal context-dependent levels of negative emotionality, it
seems likely that entitled independents would exhibit higher mean levels than their colleagues.
On the other hand, the ambitious leader model is distinguished by the presence of a high level of
organisation. Accordingly, insiders who are emotionally stable, possess sufficient organisational and
coordination skills, have a certain degree of influence in the organisation in order to recruit other insiders, and who enjoy the process of planning covert and complicated operations, would be more likely
to fall under the ambitious leader model than their more neurotic, less skilled, less organised, and less
socially-influential counterparts.
Literature in a wide range of related fields such as that of organisational citizenship behaviours,
counterproductive work behaviours, personality psychology, forensic psychology, and business ethics is
replete with evidence for profiles of criminal behaviour. These lines of research, while not being directly
related to cyber security and/or insider threat might help researchers interested in insider attacks that take
place in cyber arenas, particularly when the work includes related insider activities such as fraud and
industrial sabotage. For instance, Murphy and Dacin (2011) illustrate the value of constructing overarching dimensions to organise the decision-making processes of perpetrators of fraud. In their framework,
individuals first have to become aware that certain behaviours constitute as fraud. Next, the insider needs
to make a judgment about whether the fraudulent act is an acceptable behaviour, according to the norms
of the organisation. Next, the insider needs to evaluate the relative costs and risks versus the benefits of
the fraudulent action. Finally, the insider needs to decide how to deal with the negative emotions (e.g.,
guilt, shame) that accompany the fraud. If the fraudsters are able to rationalise their actions in a way
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that minimises personal responsibility for any negative consequences or in a way that diminishes their
moral culpability, then they are likely to continue engaging in the fraudulent behaviour.
Murphy and Dacin’s (2011) paper reveals some common personality and person-specific dimensions
that help to differentiate between different perpetrators of insider attacks. These dimensions are:
•

•

•

•

Awareness: First, individuals who engage in insider attacks typically possess some minimum
degree of social acumen, such that they have awareness of the social norms regarding ethical
behaviour within their organisation, as well as the boundaries of acceptable work behaviour. This
necessitates a certain level of social, emotional, and analytical intelligence. Furthermore, every
organisation’s normative culture is idiosyncratic and developed from a combination of the microlevel group dynamics and daily work culture, the larger institutional demands and goals, and
macro-level moral, ethical, and social codes within the proximal geographical context. These
ethical norms for acceptable work behaviour would be generally endorsed by insiders at all levels
of the organisation, implicitly known to all the members of the organisation, and finally, transmitted quickly to any new uninitiated members of the organisation – even though they would not be
communicated or immediately obvious to outsiders. As a result, researchers seeking to understand
norms for ethical behaviour in an organisation would need to survey a large number of insiders of
the organisation from different levels of the organisation structure in order to determine the level
of awareness a true insider would need to possess.
Value System: Second, individuals who engage in insider attacks tend to possess a value system
that allows them to overlook the goals of their organisation in order to serve their own needs and/
or the needs of a competing organisation. Two scenarios could occur. Either the insiders possess
a set of values that causes them to place their personal interests above the interests of others (e.g.,
the value of ambition), or the insiders possess a set of values which conflicts with the normative
value system of the organisation (i.e., culturally sanctioned values). Specifically, in the first scenario, employees of an organisation who value personal ambition over communal growth would
be more willing to engage in insider activities that damage the interests of their organisation. In
the second scenario, employees who possess work goals which conflict with the goals of their
work-group would feel alienated from their colleagues, and this alienation could lessen the insiders’ allegiance to their group and to their organisation.
Negative Emotionality: Third, as mentioned earlier, insiders who engage in insider attacks are
likely to be more susceptible to negative emotions. In personality psychology, generally the disposition to be more reactive to negative emotions such as anxiety, shame, and depression, can either
be described by the personality trait of neuroticism (e.g., as assessed by the NEO-FFI; McCrae &
Costa, 2004), or by the temperament of negative emotionality. Negative emotionality is assumed
to be a stable emotional style that is present at a very young age, even before early socialisation
and before the development of language. Hence, personality assessments for negative emotionality and related constructs (e.g., irritability – Stringaris et al., 2012; rumination – Nolen-Hoeksema,
1998; NEO-PI assessed neuroticism – Reise, Smith, & Furr, 2001) could easily be adapted for use
in cyber security research.
Rationalisation/Moral Disengagement: Finally, individuals who initiate an insider attack are
likely to possess a personality characteristic that allows them to rationalise their actions in a way
that absolves them of personal responsibility for any wrongdoing. A candidate personality variable
that describes such a process is the dispositional propensity for moral disengagement. Specifically,
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people differ in the degree to which they disengage from morally dubious outcomes. Insiders who
engage in insider attacks could be high in moral disengagement, which lessens their moral culpability for their actions, and this in turn makes it easier for them to continue their attacks. Moore et
al. (2012) have developed an 8-item measure of the propensity for moral disengagement that has
been used to predict unethical organisational behaviour. Accordingly, this and other conceptually
equivalent measures of moral disengagement could be included in screening and personnel assessments. Of relevance are personality profiles of individuals who are more likely to engage in moral
disengagement. For instance, individuals who score highly on measures for the ‘dark triad’ characteristics of psychopathy, Machiavellianism, and narcissism have been found to be more likely to
morally disengage and to endorse unethical consumer attitudes (Egan, Hughes, & Palmer, 2015).
Certainly, more research is needed on how individual differences in the propensity to morally disengage affect social interactions. Of particular interest would be whether ethical decision-making
processes are predicted by the greater tendency to morally disengage, and whether the mode of
interaction – face-to-face versus computer-mediated – would moderate these relationships.

RELATING CYBER-BASED INSIDER THREAT AND
THREATS FROM RADICALISATION
Broadly speaking, radicalisation refers to the process of individuals becoming increasingly committed
to attitudes and behaviours that are judged by larger society as non-normative (Bhui, Warfa, & Jones,
2014; cf. Kruglanski et al., 2014). As Silke (2008) has argued, while the recent burgeoning interest in
radicalisation can be attributed to its link to terrorism, not all individuals who become radicalised will
eventually engage in terrorist acts. As such, radicalised attitudes and behaviours can include – besides
terrorism – extreme criminal activity, participation in religious cults, self-harming behaviour, suicidal
ideation, and substance and behavioural addiction, amongst others. When conceptualised in this manner,
it is clear that some perpetrators of cyber-based insider criminal activity could be radicalised individuals
who see cyberspace as a suitable avenue for accomplishing their focal goals.
As such, as long as there is an accompanying process of personal and/or political transformation into
an identity that deviates from the norm and which leads to commitment to intergroup conflict in order to
protect the beliefs of the group to which these non-normative ideals are ascribed (cf. Christmann, 2012),
the insider threat issue can be viewed using the same lens as the issue of the threat of radicalisation.
Using Moore et al.’s (2011) terminology, radicalised insiders would qualify as ambitious leader-types
who perpetrate the insider attack in support of some larger organisation. In this case, the ‘organisation’
refers to the group to which these non-normative ideologies or identities are attributed.
A key finding in radicalisation research is that certain person-specific demographic factors seem
to emerge robustly as correlates of radical behaviour – although there is considerable inter-individual
variation, broadly speaking, these individuals tend to be male, young (under 25 years old), and highly
educated (or at least have some degree of intellectual aptitude in order to contemplate doctrine and
ideology) (cf. Young, Rooze, & Holsappel, 2015). The significance of the under-25 age factor is likely
due to the possibility that individuals in this age group are actively developing their personal identities,
thus this is a sensitive period of life where youth might be more susceptible to the extreme political,
social, or theological ideologies that underpin radicalised criminal or terrorist activity. Additionally, the
emotional skill set of young males in this age group are also likely to still be developing, which con-
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tributes to their vulnerability to the persuasive potential of extremist messages that are often couched
in emotionally evocative language.
Besides documenting some of these important person-specific, socioeconomic variables, recent
research has also produced some psychologically grounded models of the process of developing radicalised identities (e.g., Doosje & de Wolf, 2010; Moghadam, 2005) that might also present some points
of relevance for the present discussion. For instance, in Doosje and de Wolf’s (2010) model, the radicalisation process is structured around six levels of increasing radicalisation, in which the earlier levels (0,
1, 2) contain socio-psychological processes tied to how an individual process his/her environment, and
the middle and higher levels (3, 4, 5, 6) involve increasing degrees of influence of the group and social
context, and the associated ideologies, actors, and mores of the group. In this model, some factors that
exist at the lowest levels are directly relevant to personality. For instance, on the ground floor of Doosje
and de Wolf’s (2010) model, the prominent psychological factors governing entry into a radicalisation
process are the individuals’ frustration at being deprived or discriminated by society, their feelings of
personal uncertainty, either about their identities or their social status, and finally their degree of openness towards the influence of close others.
There are established personality measures for assessing individual differences in the levels of frustration (e.g., Harrington, 2005), in subscription to prevailing social norms and values and degree of
identification with the prevailing cultural identity (e.g., Hu, Wang, & Li, 2014; Wan & Chew, 2013),
and non-hypnotic or imaginative suggestibility (e.g., Braffman & Kirsch, 2001) which could be useful to
researchers interested in assessing individual differences in susceptibility to radicalisation. Furthermore,
it is likely that these feelings of deprivation and discrimination, feelings of uncertainty, and an unstable
identity accompanied by the intellectual openness would lead insiders to become vulnerable to feelings
of entitlement and/or a loss of identification with the organisation to which they belong, and hence be
vulnerable to the orchestrations of malicious outsiders who might exploit these insiders’ access.
There is a fragmented but highly relevant set of literature on personality, anti-sociality, extremism,
and radicalisation that researchers interested in building psychological and personality based models of
cyber-based insider threat can refer to. Case studies are particularly useful in this regard (e.g., Mastors
& Siers, 2014), as are a wide variety of papers that examine different individual motives for extremism
and/or terrorism. For instance, promising examples of constructs examined in these literatures include
moral disengagement (cf. Bandura, 2004), frustration and anger (cf. Davie, 1973), honour-based notions
of aggression (Nisbett & Cohen, 1996), personal injustice (Moghaddam, 2007), personal uncertainty
(Doosje, Loseman, & van de Bos, 2013), need for closure (Kruglanski, Pierro, Mannetti, & de Grada,
2006), self-deception (von Hippel & Trivers, 2011), terror management theory (Pyszczynski, Rothschild,
& Abdollahi, 2008), psychopathy and associated traits such as callous-unemotional traits (Kimonis et
al., 2008), and anti-social tendencies such as the so-called dark triad (Paulhus, 2014).
To illustrate the relevance of these literatures, let us turn to Kruglanski et al. (2014) who argued
that the underlying personal motivation for radicalised individuals is an underlying need for personal
significance. This search for personal significance is reminiscent of classic constructs in personality
psychology that speak to an intrinsic and universal need for building a sense of self-worth; for example,
Maslow’s (1943) needs for self-esteem and self-actualisation, Frankl’s (2000) Being need, and Deci and
Ryan’s (2000) basic need for competence. In relation to cyber-based insider crime, this quest for personal
significance could also drive some individuals belonging to Moore et al.’s (2011) ambitious leader type.
Specifically, when the work environment does not contain the necessary means for individuals to feel
effective in their environment or to achieve personal meaning, these individuals might become more
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susceptible to external influences and ideologies that provide a larger significance to their lives, and
hence embark on a process of radicalisation.
Finally, as mentioned earlier, case studies of radicalised individuals are particularly useful for theory
generation, especially in establishing early detection models, provided that there is enough information
about the personal histories of these individuals. These cases studies provide the benefit of determining
– albeit retrospectively – trajectories, and examining the dynamic interaction of various personality and
person-specific factors in an integrative manner.
Some examples of high profile cases that involved cyber-based insider activity include Edward
Snowden, Bradley/Chelsea Manning, and Robert Hanssen. Although none of these individuals mentioned
involved violent acts of terrorism and hence are not extreme radicals, I would argue that they could
be described as radicalised, given that they all committed their acts of data theft and espionage in the
service of an external organisation (the Soviet Union for Hanssen) or identity (transgender identity for
Manning; larger American society for Snowden), and possessed varying degrees of feelings of perceived
injustice or discrimination (in the case of Snowden, the perceptions of the United States intelligence
community’s failure to preserve global privacy, and in Manning’s case, perceptions of discrimination
based on sexual orientation), or deprivation (monetary in Hanssen’s case) in their interaction with the
institutions (the CIA and NSA for Snowden, the FBI for Hanssen, and the U.S. Army for Manning) to
which they belonged, and subsequently betrayed.
For instance, Bradley/Chelsea Manning was a U.S. Army intelligence officer who provided classified military information to the whistle-blower website, WikiLeaks. Written accounts of Manning’s case
revealed that she was unhappy with having to hide her homosexuality and her transgendered identity
given the ‘Don’t Ask Don’t Tell’ policy of the U.S. Army, and its hyper-masculine social landscape.
Additionally, she perceived some discrimination and injustices in her work life that drove her to become
increasingly isolated from other soldiers in her unit. As such, it might be helpful for researchers to study
these cases for commonalities in personality and other person-specific characteristics.

GUIDELINES FOR INVESTIGATING CYBER-BASED INSIDER
THREAT FROM A PERSONALITY PERSPECTIVE
As personality psychologists interested in cyber-based insider threat, we are in the midst of a field of
research that must keep up with a moving target composed of an expanding and rapidly changing group
of qualified insiders who are increasingly familiar with information technology, with cyberspace, and the
ways to exploit it. Additionally, low bases rates for cyber-based insider activity pose a major challenge
to developing models for personality precursors of insider threat behaviour before rather than after an
attack. Finally, environments in which cyber-based insider activity occurs are often restricted-access,
high-stakes, and low-transparency environments, such as the higher levels in the hierarchy of a multinational corporation or in national security contexts. As a result, it is often difficult to obtain access to
insiders, and even after access is granted, there is a strong likelihood that self-presentational concerns
would jeopardise the veridicality of self-report measures of personality. In some cases, peer ratings,
direct observations, and other non-self-report measures may require more invasive access into the subject’s life than he or she is willing or able to accommodate. Clearly, there are a myriad of difficulties
when undertaking research with a personality or person-based perspective on cyber-based insider threat.
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In the following section, I discuss three major guidelines for personality based research that might
help researchers interested in insider threat and cyber security to improve the psychological realism, and
the reliability and validity of their models.

Incorporating the Person-Situation Interaction into Analyses
In order to understand processes related to cyber-based insider attacks from a personality and personspecific perspective, researchers need to develop a more contextualised research approach to understanding
the influence of personality variables on behavioural and social outcomes. Specifically, because insider
attacks happen usually as a result of a triggering event, the immediate context has a large influence on
the initiation as well as maintenance of behaviour that would lead to insider attacks and threats to cyber
security. Research that assesses personality variables or demographic factors related to questions of cyber
security tends to underemphasise the interaction between the person and the situation as a source of the
threat. Specifically, research on offender profiling (e.g., Kapardis & Krambia-Kapardis, 2004; Knapp,
Smith, & Sprinkle, 2014) tends to generate types of offenders based on a combination of personality
(e.g., traits, motives, cognitive indicators) and person-specific characteristics (e.g., gender, work role,
duration with organisation), and uses these combinations of personality dimensions directly as single
predictors of insider attacks.
However, as argued above, the integration of the context into understanding the effect of personality
on insider attacks is particularly important in cyber-based attacks, since cyber-environments evolve more
rapidly than physical environments. The key is to be mindful of the context when applying personality
and dispositional measures in predictive models. Given the dynamic interplay between person-factors
and the environment, it is unlikely that researchers would be able to comprehensively measure all the
relevant dispositional and demographic variables; nonetheless, researchers should still apply prudence
and sensitivity when adapting personality based explanations and personality precursors from the research to the immediate context.

Developing Culturally Informed Explanations
Related to the above point, there is a need for more specialised explanations of cyber-based insider
threats, particularly explanations that take the local cultural norms, conventions, and values into account.
Due to the low base rates for insider attacks and the difficulty of gaining access to insider information
within many corporate organisations, extant research has relied heavily on national defence-related sectors for funding and for sources of data on insider attacks (e.g., CERT, CPNI). However, this creates
explanations and models that are heavily rooted in the cultural and social mores for acceptable workrelated behaviour and for personal ethics. Frequently, as can be seen from Moore et al.’s (2011) work,
the insiders create a sense of self-entitlement in order to justify their actions, suggesting that they are at
least appreciative of the possible ethical transgressions of their actions. Thus, before using personality
to predict behaviour, researchers should take care to establish the meaning of the behaviour, as ascribed
to it by significant others within the immediate social context. Researchers should lay the groundwork
for every research program by first assessing the norms for acceptable work behaviour, the consensus
view of clear transgressions within the organisation, as well as the core ethical principles within the
organisation and for the larger cultural milieu.
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Moving Away from Correlation-based Research that
uses only Reactive Measures of Personality
As discussed above, most research on insider threat and cyber security uses questionnaire measures
of personality variables, which are highly susceptible to response biases, self-monitoring and selfpresentational concerns, amongst other problems. There are already many well-established measures
of personality that are non-self-report – e.g., for motives and for emotions. Researchers would do well
to utilise these and other similar instruments. This is not to say that researchers should do away with
self-report or questionnaire measures altogether, but to caution against solely relying on self-report data,
especially in a sensitive area of study that generates wariness in participants. In general, an approach that
uses multiple sources of data (e.g., self, observers, subordinates, superiors, peers), multiple methods of
inquiry (e.g., experimental, modelling, content analysis of freely generated text documents, correlational
analyses of survey data, behavioural coding) and that relies on interdisciplinary (e.g., mathematical,
computer science, information science, psychology, sociology) collaborations should be encouraged.
For instance, the popular corporate practice of having 360-degree assessments of performance appraisal has addressed some of the concerns of self-report, questionnaire, and retrospective assessment.
Briefly, the 360-degree assessment method relies on using competence-based survey instruments to
solicit confidential evaluations from the full range of working relationships a worker encounters. At
minimum, these relationships include those with subordinates, peers, and supervisors. Each targeted
individual in turn receives a numerical as well as a descriptive assessment of his/her capability to effectively demonstrate specific competences based on the perceptions of those people with whom he/she
closely works with. By relying on the testimonies of the network of close associates, and by triangulating measurement across different sources and perspectives of the work-group (each source involved in
different physical or knowledge-based aspects of the production process), the 360-degree approach is
able to decrease data distortions due to reporting biases and thus improve the validity and reliability of
performance measurement (see Toegel & Conger, 2003, for a more comprehensive discussion of the
pros and cons of adopting this assessment method). In the same spirit, there are many merits to incorporate a multi-source approach to personality and psychometric assessment, while still preserving the
convenience and ease of administration of questionnaire-based measures.
Specific to the cyber-arena, researchers could also adopt methodologies that have been used by
personality and social psychologists interested in social media platforms such as Facebook, Twitter, Instagram, etc. The area of work that is particularly relevant to non-reactive assessments of personality is
based on the principle of assessing behavioural residues in naturally occurring verbal content on online
social networking sites (see Gosling, Augustine, Vazire, Holtzman, & Gaddis, 2011, for a representative
study on assessing personality traits from Facebook activity). Briefly, researchers assume that personality characteristics manifest themselves in behaviours that individuals engage in when participating on
these social networking sites. In other words, there is a residue of the traits that is left behind in the
observable remnants of online behaviours. Facebook posts, for instance, are a log of online activity and
can be collected and analysed for varying degrees of trait-relevant content. This work on coding freely
generated content for personality characteristics is not new – there is a long tradition of at-a-distance
personality measurement (cf. Winter, 2005) of individuals who are not easily accessible (e.g., because
they are historical figures or because they are socially prominent individuals for which access is difficult
to obtain). For instance, researchers have conducted personality assessments of U.S. presidents – e.g.,
Winter’s (2011) assessment of Barack Obama’s personality.
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Finally, validation of any theories and models should take place ideally by the collection of new data
from realistic environments within a different organisation which belongs nonetheless to the same cultural context, rather than by way of simulations or re-analyses of data from the same organisation. This
practice will improve the validity of models, as well as provide greater generalisability for the theories.
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ENDNOTES
1.

2.

3.

128

The issue of personality stability, personality change, and personality coherence is a perennial
topic for discussion, and one that has yet to be irrefutably resolved within the field. Whilst there is
relatively high test-retest reliability and relatively high life-span stability for the Big Five personality traits (e.g., Lucas & Donnellan, 2011), contemporary personality psychologists understand
that even these traits continue to develop and change over the lifespan and are also susceptible to
short term changes due to demand characteristics and ‘strong situation’ context effects. The predominant view is that of dynamic interactionism, where individuals select, react to, and directly
change the environments that they are in depending on their stable dispositional characteristics,
and the resulting environments in turn affect the quantity and quality of the dispositional trait that
the individuals are expressing.
However, the sheer number of possible antecedents and habits makes this task tedious, laborious,
and challenging. Research that takes the time to catalogue the habits relevant to cyber-based insider
crime is surely something worthwhile exploring, but which is likely to be neglected by busy researchers, academics, and policy makers with competing demands and limited time and resources.
Users of implicit measures of personality should be aware of some of the controversies of implicit
measures. Since these are indirect measures of personality, they utilise less obvious measures of
psychological constructs – such as reaction time or through content coding of imaginative material.
Hence, there is healthy discussion amongst researchers about the psychometric properties of these
measures (e.g., Fiedler, Messner, & Bluemke, 2006; Lilienfeld, Wood, & Garb, 2000).

